CARF Required Training

CDS
Confidentiality Training 1
Note: This training is an overview of confidentiality within a human service setting. It is intended to provide a basic understanding of confidentiality guidelines and practices for all employees and meet the CARF accreditation standards for training for all employees. It is not intended to be a substitute for competency-based training requirements.

Appropriate confidentiality policies, procedures and practices that are in accordance with federal and nationally recognized guidelines on confidentiality provide the foundation for respecting the right to confidential services for persons served.

Please read through this brief overview on confidentiality. After completing this overview, complete the questionnaire that follows.

 This questionnaire will provide several scenarios that can occur in organizations in the area of confidentiality and are intended to improve your ability to conduct services in a confidential manner.

Confidentiality Overview
The first federal standards to protect the privacy of individually identifiable health information became effective on April 14, 2001. Health care providers covered by the new rules were required to be in compliance with the regulations by April 2003. These standards, known as the Privacy Rule were created by the Department of Health and Human Services (DHHS) in response to the United States Congress’ passage of the Health Insurance Portability and Accountability Act (HIPPA) in 1996. Although accreditation organizations have maintained standards for release and use of confidential information, the Privacy Rule for the first time creates national standards to protect private and personal health information.

Confidentiality requirements involve many areas of an organization’s operations and practices. From speaking in a public environment about protected information to how a written record is stored, the confidentiality rights of persons served are protected with specific guidelines and regulations. Although it may seem harmless to mention to your spouse that a friend is receiving services in your organization, this is a violation of confidentiality. Any information that is released to anyone outside of the participant’s direct service provider, the provider’s supervisor, and program personnel who are directly involved in providing services requires a signed release of information (or what’s termed an “authorization” within the HIPPA requirements).

A consent to release information requires that the specific person or organization to whom the information is being released be named on the form, that the date the release expires be indicated, that the content to be released be specified, and that the client sign the form without any pressure that the services are contingent on signing the document and releasing the information.

Persons served are also protected with regard to their records being read by persons employed in the organization who are not directly involved in providing treatment. Access to information is based on need and job functions, and only specific information, needed to perform job functions that contribute to the successful operation of the organization and ensure good care, should be accessible to individuals.

Storage of client records is also a vital part of protecting confidentiality. Various storage methods can be used as long as the organization has documented policies and procedures for how a record’s confidentiality is protected during use within the organization. For instance, according to CARF accreditation standards, records not kept in a centralized file room require a process for identifying where the records are kept, how they are maintained in a secure manner, and how they are available to other staff members should access be needed to provide care.

What is confidential information? 
Confidential information includes the identity, demographics, and other personal information a person served may be asked to provide in order to obtain services. In addition, the reason for seeking services, the treatment provided, and medications prescribed as well as observations regarding a person’s past, present, and current progress or condition is all confidential information.

Any information that may identify an individual should be protected by confidentiality practices and procedures. Such information includes:

· Name

· Address and e-mail address

· Employer

· Relatives names

· Dates of Birth

· Telephone and fax numbers

· Diagnosis

· Social Security number

· Medical records number

· Account and certificate numbers

· Health status

· Photos

· Any characteristic that can identify the individual 

Prior to any use of protected healthcare information, a person served must sign a “consent” form that notifies each client of privacy/confidentiality practices and informs them of their right to request restrictions on the use and disclosure of their health information.

Under HIPPA regulations, faxes and cellular phone use are not specifically addressed; however, your organization should have specific policies and procedures in these areas, and it is your responsibility to know and understand them should you transmit client information by fax or use a cellular phone within your job functions in your organization.

There are exceptions to confidentiality and privacy rule requirements as to when an organization may release confidential information. Those circumstances are:

· When such a disclosure is required by federal, state, or local law, or judicial or administrative proceedings.

· When the use is necessary for public health activities such as communicable disease exposure.

· When disclosure relates to victims and/or instances of abuse, neglect, or domestic violence.

· When use and disclosure relates to public health oversight activities.

· When the disclosure is to avert a serious threat to health or safety of an individual.

· When the use and/or disclosure relates to the investigation of a death.

Please consult with your supervisor or your organization’s Privacy Officer when there is any question regarding reporting information outside of your organization’s standard policies and procedures on confidentiality.

All employees working in organizations where protected confidential information is utilized for the care of the persons served should be aware of the organization’s policies and procedures on confidentiality. It is the responsibility of all employees to be fully informed of the policies and procedures in this area and to incorporate them into their daily activities and practices. Please refer to your organization’s policies on confidentiality practices if you are not fully aware of your responsibilities in this area
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